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I’VE BEEN HACKED, 
WHAT SHOULD I DO NEXT?
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You are not alone. Millions of people get hacked every day, most of whom are in exactly the same position as you: angry, confused, unsure and possibly feeling violated. 
Don’t panic. 

The more information you have the easier it will be to regain control of your account. 
Here are a few tips: 

There is a lot at stake when your personal technology is hacked. Identities and passwords can be accessed, bank accounts can be raided, and other personal 
information can be stolen. 

Make notes of everything that you did before and after the hack. This is important so that you don’t miss anything as you show an investigator exactly what you may  
have changed or clicked that left your computer or phone vulnerable to a hack. When noting what you are doing, try record the start and end time of each activity (or 
at least the session of work). Photos can be a very helpful tool to aid any investigations. Phone pictures are the easiest way to keep records. 

There is no such thing as a silly mistake. We all feel embarrassed when we have been hacked, but hackers are increasingly wily and can fool the most vigilant people. 
To assess your risk and impact of the hack, cyber security experts need complete transparency so that they can help you deal with the hack quickly and effectively.

Remember, the degree of difficulty to clean-up a hack is proportional to the size and complexity of your life. The more accounts and interactions you have, the longer 
this may take. If you have a complex digital environment, or if you feel overwhelmed by what has happened, consider getting professional cyber security experts to  
assist you.
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HOW DID I GET HACKED?
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Getting hacked is unfortunately easier than you may believe. The three most common 
causes, which account for 97% of hacking cases, are:

 Phishing 

Password reuse 

Easily guessed passwords

PHISHING

Phishing is where hackers trick you into giving them your login details. 

Usually, the hackers will set up a fake site that looks almost identical to the login 
page of the website they are mimicking. They will generally send an email from the 
organisation using fear as a pretext to get you to click on the supplied link, which will 
direct you to their fake site, where you will be asked to log in. The minute you have 
entered your username and password onto the fake site, the hackers have access to 
your personal details. 

Protect yourself from phishing by being cautious of any email threatening severe 
consequences or offering a deal that is too “good to be true”. A good phish will catch 
most people. If you are asked to log in to a known site, don’t click the link in the 
email, rather gain access by going directly to the website (if you know the address), or 
via Google or another reputable search engine. Also, where possible, always try and 
use 2-factor authentication (2FA) or multi-factor authentication (MFA) for 
important login information like banking, investments and tax payments. This 
means that when you log onto an important site, you are sent a code or a one-time-
pin which you need to enter before you can log into the site. Your internet banking 
almost certainly uses this, as does My Secure Zone. 

PASSWORD REUSE

Every site requires a password, and the effort of remembering a separate password 
for each site becomes intolerable. So, we often reuse the same password from one 

site to another. The downside to this is that if you use a password across a number of 
important sites, imagine the impact should one of those sites be hacked? Your login 
information for all sites will be compromised. Hackers know that we reuse passwords, 
so they specifically target insecure sites and then try to reuse the login details from 
those sites on other, more secure sites.

To protect yourself from a hacker gaining access to a single password, we recommend 
you create a unique password for each site using a password manager such as 
1Password, PasswordSafe, KeePass, to list a few. Then you only need to remember 
one strong unique password to access the password manager. Another solution is 
to create a unique password for each site and then write it down. Your password 
document is extremely sensitive and needs to be locked away safely, where only you 
can access it.

EASILY GUESSED PASSWORDS

Hackers keep lists of billions of previously compromised passwords. They routinely 
try to use these to get access to random accounts. If your password is too simple, you 
stand a very good chance of falling prey to a hacker. 

The best way to protect yourself from hackers is to use very strong passwords. 
The most important characteristics of a password is its uniqueness and length. A 
password gets exponentially stronger for every additional character added to it. 
Current advice is to use passwords of 14 characters or longer. Do not use any of your 
personal details like addresses, phone numbers, dates of birth, etc. Also avoid using 
any names or words found in a dictionary in any language. Passwords should ideally 
include capital letters, numbers and symbols in them.

If you do not go the password manager route recommended above, use a passphrase 
where you play around with the spelling of words. An example of this 
is “7AveryBADpasswoordIndeed!” (please do not use this example – it is now 
compromised because it has been shared in public). Passphrases like these are 
reasonably simple to remember, but very difficult for a hacker to break, especially if it 
is unique to you.
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GAINING CONTROL 
AFTER A HACK
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RESETTING AFTER A HACK

Once you have discovered you have been hacked, there are a few things we 
recommend you do. 

HERE ARE THE STEPS YOU WILL NEED TO TAKE 

Notify your banks and financial service providers of the hack. Ask them to  
lock down your accounts until you have regained control of any compromised  
accounts, like email addresses. It is also a good idea to examine your  
statements closely to confirm that you recognise all of the transactions.

Contact a cyber security expert to help you ascertain the extent of the damage  
caused by the hack and how much access to your personal information the  
hackers may have obtained through the hack.

Clear any persistent access to your accounts from other locations.

Regain control of all your major accounts, email accounts, bank logins and 
other sensitive information. Email accounts need special attention, which we 
have noted below. 

Refresh your cyber-hygiene regime.

Let’s look at the last two points in more depth. 

REGAINING CONTROL OF YOUR ACCOUNT

The steps here vary depending on the service provider, but generally you need to 
follow this sequence. You may need help from an expert to do this:

Log into the account from an uncompromised machine.

Check for any filters, forwards or redirects that have been set up to change 
what happens to your mail. Most hackers will change your mail settings so 
that you won’t see mail replies from the mails they have sent out as you.  
They also may try to keep copies of your mail in another compromised  
account. It’s a good idea to remove ALL the filters, forwards and redirects.

 Check to see that the machine that you are logged in from is the only one  
 accessing your account and if possible, force all others to log off. This may  
 not be an option as each provider works differently. The provider’s helpdesk 
 or website should have detailed instructions on how to do it, if it is indeed  
 possible on their system. 

 Change your password. Have the new password written down in front of you 
– it is very common to change the password everywhere and then forget the
new password. See the section on cyber-hygiene for more details on
password recommendations.

 Log out of the account and log back in. Check to see that there are no other 
 logins.

 Recreate your filters, forwards and redirects.

 Look through your online mail folders to see if the hackers have left any 
 emails in your sent items or other folders that you didn’t send. You may well 
 be able to see who they have interacted with. If you are going to engage an  
 expert to assist, let them contact any of the counterparties regarding the  
 hack.

 To prevent future hacks, it may be advisable to change your email account to  
 a larger, more well-known email provider. The larger global providers like  
 Google’s Gmail and Microsoft’s Outlook.com offer some of the most secure  
 email accounts, due to their ability to secure their sites with the most up-to- 

  date security technology. Currently there are no South African Internet 
 Service Providers (ISPs) that provide MFA for email accounts, which is the 
 most secure way to manage access to your email.
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CYBER-HYGIENE
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Unless you are practicing proper preventative measures, it is likely that you will be 
hacked again. Please take note of the following points. Following them will help keep 
your personal information secure.

Proper password use is critical to your cyber security. The 
importance of strong, unique passwords is impossible to overstate. 

Only use supported up-to-date versions of software on your tech devices. Old,  
obsolete software does not get updated by the vendor and is often far easier to  
break into than currently supported versions. Also, hackers often target older  
versions of software because it is frequently a signifier that the user is less  
security-conscious and therefore probably easier to hack.

Ensure that you install updates and patches regularly. Not all patches or  
updates are critical, but once a new patch has been released, hackers actively 
look for users and places where the patch has not yet been applied.

Make sure that you use a reputable antivirus, and keep this product up to  
date. Some reputable names are Cylance and ESET. Free antiviruses do not 
always offer the best protection against hackers. 

Do not use public WiFi to log in to sensitive websites, including your online 
banking and email, unless you are using a VPN. 

Where possible, enable multi-factor authentication, for all accounts.  
Preferentially use services that offer MFA. This is where you get another part  
of your login process via an app or a message to your phone. When you  
need multiple factors to get access to your account, if your password is  
compromised, hackers will not be able to access your account without your  
MFA device. 

Register with HaveIBeenPwned (at https://haveibeenpwned.com) or any 
similar service to monitor if you have been affected by any data breaches.

Getting hacked is a very real threat. You can avoid this with scrupulous cyber-
hygiene. But if you do fall prey to hackers, you can mitigate the damage caused 
through vigilance, swift action and the help of experts. 
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After reading this guide, if you need assistance, please contact Citadel IT Security during office hours. Either send an email from a 
non-compromised account to ITSecurity@Citadel.co.za or call us on +27 11 722 7404. 

While every reasonable effort has been made to produce a guide that is accurate at date of production and helpful, every cyber security compromise is different and each individual’s cyber security needs are unique. While 
the information provided in this document should be beneficial, it is not possible to provide comprehensive information which will enable the reader or any other party to protect against all cyber threats. If you have 
sensitive information on your devices or are for any other reason concerned about cyber security, you are advised to seek professional assistance. Please note that the Citadel Group cannot be held responsible for any 

inaccurate or out-of-date information contained in this guide and it should be understood that cyber security risks are ever-changing. The Citadel Group does not accept any responsibility or liability for any loss that may 
result directly or indirectly from the use of this guide.
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CYBERCRIME TRENDS

THERE HAS BEEN A MASSIVE INCREASE IN PHISHING

o Extortion – claiming to have sexually explicit photos or a 
video of the victim, which will be released unless a payment 
is made;

o Fake proof of payment – often sent from compromised 
email accounts to provide more legitimacy;

o Fake login warnings – fake warnings of logins from unusual 
places to encourage you to click on the links without 
thinking;

o Fake lawsuit notifications;
o Fake voicemail notifications;
o Fake blocked email notifications;
o Coronavirus related messages – including fake notifications 

that you may have been exposed and need to report for 
testing;

o Real increase in SMS phishing (otherwise known as 
smishing). 

Intense focus on monetisation of stolen information  – 
attackers monitoring accounts to gather financial information 
and then launching multiple fraud attempts.

Video calling apps such as Zoom and Teams have been targeted as 
more people work from home during the Coronavirus pandemic. 

Increased volume of attacks targeting unpatched and obsolete 
software.

Ongoing compromise of accounts with weak passwords and reused 
passwords.

Malicious software disguised as “free” utility software.




